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ip access-list extegded CPN-Baxter-—
35700BAX- SpectrumInfusionPump—in
permit tcp any host 10.0.60. 28
permit tcp any host 10.0.60.29
permit tcp any host 10.254.13.52
permit udp any host 10.254.13.52
permit tcp any host 192.168.101.181 eq 80
permit icmp any any
permit udp any eq bootpc any
permit udp any eq bootps any
deny ip any any

ip access—-list extended CPN-Baxter-—
35700BAX- SpectrumInfusionPump-out
permit tcp host 10.0.60.28 any
permit tcp host 10.0.60.29 any
permit tcp host 10.254.13.52 any
permit udp host 10.254.13.52 any
permit tcp host 192.168.101.181 eq 80 any
permit icmp any any
permit udp any eq bootpc any
permit udp any eq bootps any
deny ip any any
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Source Group

Group Name:

Baxter—-35700BAX-Spectrum Infusion Pump
Group Value: 257

IP Address List:

192.168. 106. 18, 192.168.106. 19,
192.168. 106. 20, 192.168.106. 21

Target Group 1
Group Value: 258
IP Address List: 10.0.60.28, 10.0.60.29
Target Group 2
Group Value: 260
IP Address List: 192.168.101. 181
Group—-based ACLs
*CPN-257-To—258:
*permit tcp
*CPN-257-To—259:
*permit tcp dst
*permit udp
*CPN-257-To—260:
*permit tcp dst eq 80
*CPN-260-To—257:
*permit tcp src eq 80
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